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User Registration Overview
\ Definition

What is Secure Access Management Services (SAMS)?

»SAMS

e U i The Secure Access Management Services (SAMS) is the CDC's
largest Electronic Authentication (E-Auth) provider for external
partners. SAMS currently supports over 40,000 partners accessing
100+ CDC applications.

The primary functions of SAMS are:

e application access for external partners

e secure exchange of electronic files between the CDC and
partner organizations.
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User Registration Overview

\ Definition

What is Secure Access Management Services (SAMS)?

SAMS protects integrated applications by requiring users to
enter a user ID and password, or other secure credentials,
before being allowed access. For applications with higher
security requirements, external partners must submit
identification documents, such as a passports and driver’s
licenses, as part of the SAMS on-boarding process. The ID
proofing process is designed to verify their identity.

The Federal Select Agent Program is using the SAMS to
ensure that only authorized users have access to the
system.
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secure access managementsystem

QLFQ Key Terms
()

Secure Access Management Services (SAMS)

Identity verification (Identity proofing ID proofing) is required by
U.S. law for federal government agencies like CDC to perform an
identity verification (identity proofing) on each person before
giving them access to secure information. This check helps to
protect you and your entity data.

Candidate is someone who has been invited to SAMS but has not
yet registered.

Applicant is someone who is registered in SAMS but has not yet
been approved for access to their requested activity, such as
eFSAP.

User is someone who has completed identity verification and has
been approved for their requested activity by the respective
Activity Administrator.
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SAMS Terminology
Q’l-‘fSQ Key Terms (cont.)
B

SAMS Application Administrator (AA) is the CDC person who invites and authorizes a
’* A S user for access to e-FSAP after a user has been successfully identity proofed. AA’s
are staffed by people who are part of the e-FSAP program.

Proofing Agent is an individual authorized to conduct in-person identity
verification (proofing) for applicants to SAMS and/or program activities. At this
time, authorized proofing agents are limited to notaries.

CDC Proofing Authority is a group within the CDC that checks your identification
verification form and any supporting documentation for completeness and
accuracy with respect to the actual ID that was used for verification by the
proofing agent.
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Appfl!ca:\_t prints th‘: fidentity {tak Proofing Authority verifies

. . ASULE LG [ AU C G e LIS —» documentation is correct and
CDC Identifies potential eFSAP User the d(-)cument to a convenient complete and marks user as

Proofing Agent. proofed.
SAMS t d d Applicant signs the request form in . .
personalized emal invitation to the presence of the proofing agent i o s e
. and supplies their date of birth.

applicant. i for access adjudication.

Applicant photocopies both ID
documents and any required
supporting materials and sends via
secure upload, RightFax or regular
mail.

Applicant submits registration
information and creates password.

SAMS generates email
notifications to the user
informing them of their SAMS
account activation and activity
access authorization(s).




SAMS User Registration Process
and
Access to e-FSAP
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SAMS User Registration Process

1. ONCE A SAMS APPLICATION ADMINSTRATOR INITIATES YOUR REGISTRATION
YOU WILL WILL RECEIVE AN EMAIL WITH A LINK, USERNAME, AND

US Canten for Dussse Contipld SAMS Partaar Portal  Invtation 10 Regester

You Barve bown wvnstod 10 reginter with thhe SAMS Public Health Parter Poctal. Thin s flatacn was requetod for you baved 06 your specifis rode i publs head and will mabde you 1o socevs the fallewing CDC compator

sppicathon(s
‘ * DSAT: Sebeet Ageat aed Tovkas Progras

secure access managementsystem A tegietration scooerd has already bowm created for you A bk to this scoount and & tomporary password are prosided below Thue mvetation sovalid for 40 days
SAMS Partaer Pertal Kegivtration
Rapsotration comeity of the fodiainng steps

1 Ooline Regutration

2 Memnry Verificatsen (1f roqueed for your apphance )

). Accrws Appresal

Ovilene pegratrarass with e SAMY [ortal tales shesst ¥ momaten Plesce bave the folloaing 1 mlshle befees you bepe

* Vou hosag sbiress - This mst march the dsrummtation you mhond 10 use Sor prosfing if mppiacetle
+  Veew crpaniestion | employer and thcir addren
o Yeur telephane smsber

Mol

s bae questsons shast the SAMS Partner Pertal or the regntratios procees, plesss contact our Help Dk for ssssstance or refer o the SAMS User FALL

Thask ¥

Tha SAMS Team

register with the SAMS Partser Portall pleass chck e following besk or out snd paste o smto your browser
bepn. i ol ge e RAMS) W abden g Yk tag- SAMARegistration

When promsgted, phease enter

and chck e Logim tamen

*9% Nt b eden 10 accenn the SAMEY Partaey Partal, youss bromney gt be confiparad o e TLS 10 encrypiion. 1 yor compuen i aot confipared for TLS, o0 1f you are wmsnre, fleass conract your local 11 System
Adrnonasrator for anesstase

For move indormatson s ssmstae, plases s th SAMS FAQ hocared bere. on connact the SAMS Help Divk burwpen the bors of 500 AN sl 6 00 PM EST Mondey Sroegh Frabey (oubationg U S Foderid bolalays) o the
folbeaing

Tolll Frew (¥ w1
R R T v

**Nade: Fhin romall has bowen somi fram s smmonitosrd mailhas. O NOF REFLY TO THIS EMATE. Floass divoct oll baguirics o the Holp Desd an thiod abees.
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SAMS User Registration Process (cont.)

2 USE THE USERNAME AND PASSWORD PROVIDED IN YOUR INVITATION
EMAIL AND ENTER INTO THE SAMS CREDENTIALS LOGIN BOX.

»» SAMS
~ ¥ secure access management

‘Warning You are accessing a US Government information system, which includes (1) this computer, (2) this computer network, (3) all computers connected to this network, and (4) all devices
and storage media attached to this network or to a computer on this network. This information system is provided for US Government-authorized use only. Unauthorized or improper use of

this system may result in disciplinary action, as well as civil and criminal penaities. By using this information system. you understand and consent to the following: You have no reasonable

expectation of privacy rﬁvd:ng any communication or data transiting or stored on this information system. At any time, and for any lawful government Egmse the government may monitor,

intercept, and search and seize any communication or data transiting or stored on this information system. Any communication or data transiting or ston his information system may be

D disclosed or used for any lawful Government purpose.

secure access managemerlt SyStEITI

Choose a login option

External Partners
SAMS Credentials SAMS Grid Card AMS One Time Password
SAMS Username
Click the Login button to signon
SAMS Password with 3 SAMS Grid Card How to use AMS How to use OTP

- in m Login T

Forgot Your Password?
For all HHS staff including
Operating Divisions (CDC, NIH,
FDA, etc.) with a One Time
Password.

For External Partners who login Eoi Bttt Portnass whis For all HHS staff including

with only a SAMS issued Userl D and been issued 8 SAMS Grid Card. Operating Divisions (CDC, NiH,

Password. FDA, etc)
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SAMS User Registration Process (cont.)

3. READ AND ACCEPT THE RULES OF BEHAVIOR

NE

) T

CDC SAMS UserRales of Behavier

Owerview
" ez Assas Manserent Sanes {SAME) 5 2 Unied Sutm bdard mvarament xis b el CDC sppiotons ruety miftrted parsoerd Ubes shodd be rmam fot ey 0 mpecisun off

Bt
seclire access management system i by CDC ofdda vl Iﬂmmwﬂ 3 B Efboizd by CDC s Ofonof 2 C el lebrmaste SendyCfme Toe Blomieg ol ofvtbwer gy 21 LANY men

Bacasavanan Tl cxert covee ey MO S M 2l 8 0 beyoad Ssteied e, Sand e bt e 2 bt e iwdards 10 s fey e Tome s wabaad oo Bdealien wd ;o wd csapriate g
e pooms of heler, Seveumnes e erkda but et brited i smpsaion of bus of aes prades s o ralan cameloactie Tseof AME, 20d fie mylicsion o poiedh, & matdded 15 wes B2 habamn soscdalyrghossed sl

SAMS User Amsmt
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mmtrreed o 1o te SAMS Hebo ek = qurkiy s poabe

SAMS aloms wan to maat 2 Exgoten pmawesd wing 2 st ofseae somstygoamSon ey et md omplbie dudeg mpsintoe. Sebaed qmatbes md sawen sboukd beomy Era wort remeber bt it Erohens o . Sin qooioe md i

Famar bl 10 onoer S memt seermans and payosd conbirmton tres () yma 02 o, e xovsa wilbe beked b om (1) ioug 2fer whel Sawa myvyape Foeue amot aal ter pasor, teycn bl e ‘bepase saunond il
ey vy eoes, 3o X Mt be e

TeerRespouzibiide: and Rele: of Belavior
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4. REGISTRATION
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SAMS User Registration Process (cont.)

5. A CONFIRMATION SCREEN WILL DISPLAY ONCE YOU HAVE COMPLETED
ALL THE REQUIRED FIELDS AND SUBMITTED.

»SAMS

secure access managemerlt SyStEITI

@ Confimation: Task campletad

Thank you for registering with SAME! Ta et the system pleasa click the ‘Lagaut’ butten m the top right zomer of the SAMS
SCrEen,

What happens next:

You have onz last s7ep to comolste before yoLr access may be actvated.

Several aspects of the 2pelcations you use mey certain sensitive or non-public infermation, This mears the information they
contain could cause saome <dng of lbss, erbamessment, or ham F t was msused or became widely known. Examples nclude:
&1 application wed to place ceders Far medic 2l supgles

Dtz sbout & person’s heath or medeal condition

Datzils about a company’s trade secret

Fer COC to orevide vou with access to this type of nfommetion, US. 2w regures that you st prove that you are who you
claim to be and, by extenson, that you ame the person thet should e wording with this information. This process is caled
[denticy Verfication,

You will s0or recebe an ermell from sams-no-reply@edz.con, The subject wil be "ULS. Centers for Disease Contrcl SAMS
Partner Porta-Idzntity Verfization Fequast.” Tris email will contain setailed instructizns and & form for you to compete n:
retum, Addikional ivformation anout the CIDC idertty venfication process can be found in the documents arovided below or by
cortacting your CDC prograrm team or rapresertativa,

Once you have provided the necessary prao” of your idzntity, your Bgistraton is comolete and the CDC program administmsor
far your application wil ba notified t2 review and approve you- access,

IF you have any questians or concems, please contact the SAMS Hel Desk betwean the haurs of E:00 AM and 6:00 PM EST
Mznday through Fricay (excegting U.S Federal holidays) or browsz througr tha FAQ and usar documentation providad below.
Toll Frea: 877-681-2301

Emaik semshelpTodc.gov

3 Confirmation:

SAMS Liser FAD.
[dentizy Werific akion Cvervien.




SAMS User Registration Process (cont.)

er Identity Verification Request Form

»SAMS e
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Mams:
Preferred Name:

Primacy Phone:
Altarnste Phone:
Emsil:

verification Initinted on:

Applicant to complete:
Printed Name:
Date of Birth:
Signature:
Today's Date:
wrnees
Proofing Ageni - Notary
['ronlllgAgent\ ar\'lmrucﬁmu
Theinds T l]uq form is requesting accesstog ially sensitive Public Health
inf and-or i 1by the U S Centers for Disease letwland.
Prevention, Federal law rtqmrcseach mucsmr’s:dmnwbc ified prior t iving on for
uceess, You are being asked in this imp venification pr
+ Stepl- ﬂcasccxmnmcihcﬁ'\mz‘vP" o Identification types |"'lfr" ] dby the
IftheDis pired and, in your opinion, apy please compare the

photo totheindividual in hunlulyw Ifin \-uuw}mmm lhcphmumsh.hn the person, please
check theidentity d
+ Stepl- Pl:as:cmmlnrth:'icmndﬂr}, Mcnnﬁratmndncnmcnnmﬁ]mrdbclnu as presented
Ty the requestor. If the document is unu'_un:d and, in )wr Upu:lmn supports the Primary Photo
Identification and appears legitimate, please check the identity d type and dthe
document number (if any).
Step 3 - If you are a Notary Public, please ip-seal. [f you are a d
CDC Proofing Agent, please provide your CDC :ma:ladd:ﬂ‘.m 'iAM‘iTD

6. WITHIN AN HOUR YOU SHOULD RECEIVE AN EMAIL FROM SAMS-NO-
REPLY(CDC) WITH THE SUBJECT OF CDC: SAMS PARTNER PORTAL -
IDENTITY VERIFICATION REQUEST FORM.

Proofing Agent - Notary to complete:
Applicant’s Primary Photo Identity Document from List A (please choose only one)
State lssued Driver's License - ID Card Number:

+  Passport - Passport Card Number:
«  U.5. Military ID Card Number:

us, l’cnnmmtﬂmdcultardl‘lumbcr
1.5, Employ A “ard Number:

Applicant’s S dary Identity Dy from List B - must be different than the Primary Photo ID
above (please choose only one):

State Issued Driver's License - ID Card Number:
Fassport - Passport Card Number:

Us. \'ﬁ]llar} ID Card T\umbcl

u. 1

.

.

. “ard Number:
+ E mp]m'r: H]e ard Number;

.

Voter [ or Registration Card Number:
Certificate of Birth Abroad Number:
Certified U.S. Birth Certificate Number:

LTS

Photocopy of ID:

T C e TR LT
LTS

Proofing Agent-Notary Printed Name:

Proofing Agent-Notary §i

CDC Email Address or SAMS ID (if applicable):

Today's Date:
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SAMS User Registration Process (cont.)

»SAMS
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7.

PRINT THE EMAIL/FORM AND FOLLOW INSTRUCTIONS PROVIDED

IC User Identity Verification Request Form Praofing Agent - Notary to complete:
¥ q
Version 2.0 .
Applicant's Photo Identity Document (pleaze choose only one):

State Issued Driver's License - ID Card
Number:

FhEREE
Applicant

U.8. Passport or Passport Card
Number:

Heme: Jane Macy Dos

Prefarred Name: Jane U.S. Military [D Card

Number:

Drimary Chone: 123-456-7830
Alternate TPhone:
Email: JaneDosfemail.com FREERE
Verification Tnitisted On: 2/§/2017 Photocopy of ID:
Applicant to complete:
Printed Name:
Date of Birth:
Signature:
Today's Date: EEEEEE

Proofing Agent-Notary Printed Name:
prree
Proafing Agent - Notary Proofing Agent-Notary Signatu
Proofing Agent/Notary Instructions: CDC Email Address or SAMS ID (if applicable):
The individual presenting this form is requesting access to potentially sensitive Public Health
information and-or information systems operated by the U.S. Centers for Disease Control and Today’s Date:

Prevention. Federal law requires each requestor's ideatity to be verified prior to receiving authorization

- . H 5 y FEEESREST RIS
for access. You are being asked to assist in this important verification process

For Notaries Only:
+  Step 1 - Please examine one of the photo identification types listed below as presented by the
requestor. If the ID is unexpired and, in your opinion, appears legitimate, please compare the
photo to the individual in froat of you. If in your opinion, the photo matches the person, please
check the identity document type and record the document number. Please then sign and date this
document as indicated below.
Step 2 - If you are a Notary Public, please also include your stamp-seal. If you are a designated
CDC Proofing Agent, please provide your CDC email address or SAMS ID.

Notary Commission Expiration Date

Notary Stamp - Seal (required):

s
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SAMS User Registration Process (cont.)

8. PRIOR TO COMPLETING THE NEXT STEPS, PLEASE BE SURE TO READ ENTIRE
DOCUMENT AND ALL INTSTRUCTIONS BEFORE TAKING ACTION.

9. COMPLETE THE APPLICANT SECTION IN THE INCLUDED FORM.

’* §éﬂMﬂ§m 10. TAKE THE PRINTED FORM, ALONG WITH APPROPRIATE PHOTO IDENTITY

u : ' DOCUMENTATION TO A PROOFING AGENT (A NOTARY PUBLIC OR CDC
EMPLOYEE). HAVE THEM VERIFY YOUR IDENTITY AND COMPLETE THE 'PROOFING
AGENT - NOTARY' SECTION. THE CDC PROOFING AUTHORITY WILL REQUIRE YOU
TO PROVIDE A PHOTO ID WITH YOUR CORRECT HOME ADDRESS TO COMPLETE
THEIR VALIDATION.

11. IF THE ADDRESS DOES NOT MATCH, FOR EXAMPLE BECAUSE YOU RECENTLY
MOVED, PLEASE SUBMIT A PHOTOCOPY OF A UTILITY BILL, PAY STUB, VOTER
REGISTRATION CARD OR OTHER DOCUMENT WHICH DISPLAYS YOUR CURRENT
HOME ADDRESS AND CAN BE USED FOR VALIDATION. YOUR LEGAL NAME ON
YOUR IDENTIFICATION MUST ALSO MATCH WHAT WAS PROVIDED IN SAMS.

12. A COPY OF THE PHOTO ID USED FOR THE PROOFING AGENT MUST BE SUBMITTED
WITH YOUR APPLICATION PACKET.
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SAMS User Registration Process (cont.)

12. SUBMIT THE COMPLETED FORM AND ALL REQUIRED SUPPLEMENTAL
DOCUMENTS TO SAMS BY FOLLOWING INSTRUCTIONS PROVIDED IN EMAIL.

ACCEPTABLE MECHANISMS FOR SUBMISSION ARE:

Upload a single PDF that includes all of your proofing documentation
)» SAMS (form, scan(s) of identification, notary stamp, supplemental
secure access managementsystem

documentation, etc.) *Preferred Method
Fax: Toll Free: 877-681-2899

Mail: Centers for Disease Control and Prevention
Attn: Proofing Authority
1600 Clifton Road
MS K-94
Atlanta, GA 30329
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SAMS User Registration Process (cont.)

»SAMS

secure access managementsystem

13.

14.

15.

IF YOU UPLOAD YOUR DOCUMENTATION YOU WILL RECEIVE AN EMAIL
NOTIFICATION WHEN YOUR DOCUMENTATION HAS BEEN SUCCESSFULLY
DELIVERED TO THE CDC PROOFING AUTHORITY. OTHERWISE YOU WILL
NOT RECEIVE A NOTIFICATION UNTIL YOUR DOCUMENTATION IS
REVIEWED.

ONCE SUBMITTED THE CDC PROOFING AUTHORITY WILL PROCESS YOUR
APPLICATION. THIS PROCESS COULD TAKE UP TO TWO WEEKS. UPON
APPROVAL THE FEDERAL SELECT AGENT PROGRAM WILL BE NOTIFIED
THAT YOUR APPLICATION WAS COMPLETED AND ACCEPTED ALLOWING
SYSTEM ACCESS TO BE GRANTED. IF THERE IS AN ISSUE WITH YOUR
SUBMISSION YOU WILL RECEIVE AN EMAIL WITH DETAILS OF THE ISSUE.

ONCE SYSTEM ACCESS HAS BEEN COMPLETED YOU WILL RECEIVE AN E-
MAIL WITH INSTRUCTIONS TO ACCESS THE SYSTEM.
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ID Proofing Best Practices

1. Complete the Applicant Section in the attached form - part of the information
has been pre-filled for you based on the information you supplied during
registration.

2. Take the printed form, along with appropriate photo identity documentation to
a Proofing Agent: a Notary Public or person specifically designated by CDC to
conduct identity verification, or a CDC employee. Have them verify your identity
and complete the 'Proofing Agent - Notary' Section. Acceptable forms of
identification are listed in the table below:

*You must provide one (1) unexpired document from List A and one (1) additional
unexpired document from List B. A copy of each ID must be included in your
submission. -

»SAMS

secure access managementsystem

List A - Primary Photo ID List B - Secondary ID

Driver's license or ID card issued by

Ry . .
a state or outlying possession of the Driver's license or ID card issued by a state or outlying

Us possession of the US
U.S. Passport or U.S. Passport Card [U.S. Passport or U.S. Passport Card
U.S. Military ID U.S. Military ID
U.S. PermanentResident Card U.S. PermanentResident Card
gﬁaEmpl oyment Authorization U.S. Employment Authorization Card
Employee ID Card issued by your organization that
includes:
| - Yourname
- Yourorganization name
- Yourphoto

State-issued Voter ID or Registration Card

Certification of Birth Abroad issued by the U.S.
Department of State
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ID Proofing Best Practices

»SAMS

secure access managementsystem

Original or Certified copy of birth certificate issued by
state, county, municipal authority, or territory of the U.S.
bearing an official seal

3. Confirm the photo ID being submitted contains your home address information. If
the photo ID being used does not include your home address, for example if a U.S.
Passport is used, please submit a photocopy of a utility bill, pay stub, voter
registration card or other document which displays your current home address and
can be used for validation.

4. Confirm the home address information on your photo ID, or other supplemental
documentation, matches the home address you provided when you registered with
SAMS. If the address does not match, for example because you recently moved,
please submit a photocopy of a utility bill, pay stub, voter registration card or other
document which displays your current home address and can be used for validation.

5. Submit the completed form via Upload or Fax, along with photocopies of your
identity documentation and any supplemental documentation needed, to SAMS by
following the instructions below.
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Helpful Tips for Proofing Process

Consistency Counts

The purpose of Identity Verification is to establish that you are who you claim to
be. In order to complete this process, the information you provide must be
accurate and consistent. Here are some ways to make the process run

smoothly:
>» SAMS . Upload )?/our documentation via the SAMS website. For step-by-step
S instructions on how to upload a document, please reference this guide.
Submissions via fax or standard mail take much longer to process.

. If the name on your ID does not match the name you used during
registration (you got married; you had a legal name change; etc.), you'll
need to provide supporting documentation with your request form - for
example: a copy of your marriage license or order of legal name change.
Your name in SAMS must reflect your current legal name.

. If the address on your ID does not match the address you used during
registration (you moved), you'll need to provide supporting
documentation with your request form - for example: a copy of your voter
registration card or a utility bill in your name that shows the new address.
Your address in SAMS must reflect your current home address.

If you have any questions about what is required, please contact the CDC
Proofing Authority at the SAMS Help Desk using the information provided
below.
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Helpful Tips for Proofing Process (cont.)

Make Legible Photocopies
In order to speed you through the Identity Verification process, please ensure
that your documents copy, scan, and fax cleanly. Specific things you can do

include:
. Select the 'Enlarge' option when photocopying your ID - 50 or 100
’» SAmIYnISm percent enlargerients help make your documegnts more legible.
: . Ensure good contrast and clarity on your original photocopy before you

fax.

. Set your scanner or fax to a high dpi or 'fineness' setting - the bigger the
better.

. If an embossed notary stamp is used, please darken the impression with a

pencil so it will be clearly visible when scanned.

For more information and assistance, please see the SAMS FAQ located here, or
contact the SAMS Help Desk between the hours of 8:00 AM and 6:00 PM EST
Monday through Friday (excluding U.S. Federal holidays) at the following:

Toll Free: (877) 681-2901

Email: samshelp@cdc.gov
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Frequently Asked Questions? (FAQS)




SECUre access management system

Why do I need to present identity documents to a Notary
Public?

e Inorder to provide individuals with access to non-public
)} SAMS information, U.S. law requires the identity of potential users to
be verified.

secure access managementsystem

e The process requirements followed by CDC have been defined
by the National Institute of Standards and Technology and are
required for access to all CDC non-public applications.




FAOs »SAMS

SECUNe Access managem ent system

Is the identity verification process similar to a background
check?

* No, identity verification is only used to confirm that you have

)}SAMS registered using your true identity and that no one else is
attempting to impersonate you.

secure access managementsystem




»SAMS

SECUNe Access managem ent system

The name | entered on the SAMS registration
form does not match my photo ID. What do | do?

e If the name on your photo ID does not match the name used

)}SAMS during registration (i.e. if you were recently married or
divorced), you must supply, as appropriate, a legal change of

name certification, marriage certificate, etc.

secure access managementsystem

e If a birth certificate is provided as documentation the name on
the certificate must match the name provided in SAMS or
additional documentation, marriage or divorce certificate, must
be provided to explain the discrepancy.

e Please photocopy all required supporting materials along with
your photo ID and send them with your completed form.

e Questions regarding acceptable supporting documentation may
be directed to CDC’s Proofing Authority Help Desk —
samshelp@cdc.gov



»SAMS

SECUNe Access managem ent system

The address | entered on the SAMS registration form does not
match my photo ID (or photo ID doesn’t contain
address). What do I do?

’»SAmMYSm * If the address on your photo ID does not match the address

used during registration (i.e. if you recently moved) or if your
photo ID does not contain an address, you must supply
additional supporting documentation in your name such as a
utility bill or voter registration card.

* Your address entered in SAMS must be a valid home address as
important mail will be sent to you as part of the SAMS
onboarding process.

* Please photocopy all required supporting materials along with
your photo ID and send them with your completed form.

e Questions regarding acceptable supporting documentation may
be directed to CDC’s Proofing Authority Help Desk -
samshelp@cdc.gov



FAOS »SAMS

SECUNe Access managem ent system

| registered with SAMS a week ago but have not received an
email containing the identity verification form. Why not?

)}SAMS e Your SPAM filter may have blocked the email. Check your spam
folder and/or speak with your organizations IT administrator.

secure access managementsystem

e If you have not received the identity verification email, request
it be resent to you by contacting the SAMS Help Desk at Phone:
(877) 681-2901 SAMS or email: samshelp@cdc.gov.




»SAMS

SECUNe Access managem ent system

Can | access multiple applications protected by SAMS without
having to reregister/proof?

D}SAMS e SAMS users who have registered and have been proofed can, if
granted, have access to multiple applications via a single SAMS

account.

secure access managementsystem

e Ifauserrequires access to an application with a greater security
rating than their currently approved SAMS security access level,
they will be required to re-register.




SECUNe Access managem ent system

How long do | have to begin the registration process?

* After you receive the initial invitation, you’ll have 30 days to
complete the process. If you do not complete it within 30 days,
you will need to submit a request to the SAMS Help Desk to
have your account reactivated.

»SAMS

secure access managementsystem




FAOS »SAMS

SECUNe Access managem ent system

Will my password ever expire?

* Yes, if you do not login to the account within one year, your

)}SAMS account password will expire and you will need to contact the
SAMS Help Desk to have it reset.

secure access managementsystem




FAQSs »SAMS

SECUNe Access managem ent system

What is the CDC address that | should add to my Trust List
within my email?

e SAMS@CDC.GOV




»SAMS

SECUNe Access managem ent system

Points of Contact

For issues with the registration process contact:
SAMS Help Desk

Monday-Friday, 8:00AM to 6:00PM EST
Excluding U.S. Federal Holidays

877-681-2901

samshelp@cdc.gov

Questions related to this training can be directed to
dsatsamshelp@cdc.gov.







Federal Select Agent
Program Training

For more information, please contact the Federal Select Agent
Program

Telephone: 301-851-3300 Option 3 (USDA) or 404-718-2000 (CDC)
E-mail: AgSAS@aphis.usda.gov (USDA)or Irsat@cdc.gov (CDC)
Web: http://mwww.selectagents.gov



mailto:AgSAS@aphis.usda.gov
mailto:lrsat@cdc.gov
http://www.selectagents.gov/
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